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Industry Trends and the Move of Exchange 2010 to RBAC 
Role Based Access Control (RBAC) is the permissions model in the EmpowerID identity management 

platform.  What is the significance of Role Based Access Control and why is it so important?  The answer 

to this question is better understood by examining the old model for controlling security that it replaces: 

Access Control Lists (ACLs).  While Microsoft file shares, AD object management, and many other 

platforms rely on this access control method, Microsoft Exchange 2010, which is nearing release, breaks 

with this old model and moves completely to RBAC. 

The benefit of moving Exchange to RBAC was obvious to the Microsoft product team. Many Exchange 

Administrators found themselves in situations where they needed to provide less privileged 

administrators additional privileges but did not want to add them into an administration group that gave 

them too much control because this would not conform to the principle of least privilege.  RBAC allowed 

Microsoft to provide less privileged administrators in Exchange with the control they need to perform 

specific delegated operations without having to place them into groups that would provide them with 

unneeded privileges. 

This move to RBAC from ACLs for one of Microsoft's most important products makes a strong argument 

for RBAC as a necessary foundation for security management. The Exchange teams cites research that in 

companies that manage 7500 user mailboxes, the cost to manage them runs $ 20 per mailbox and the 

cost per mailbox climbs for organization that manage fewer mailboxes than that.  This cost was only 

further reducible by tackling the deficiencies inherent to the current Microsoft ACL security model and 

the tools that manage it. 

Challenges listed for the ACL model were numerous. Some examples were: 

¶ inability to reduce the organization scope causing too much permission required when 

delegating some operations (e.g. Move-Mailbox, Export-Mailbox) 

¶ permissions were ŦƻŎǳǎŜŘ ƻƴ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ό!5ύ ƻōƧŜŎǘǎ ǿƘƛŎƘ ŘƻƴΨǘ ŀƭǿŀȅǎ ƳŀǇ ƻƴŜ ǘƻ ƻƴŜ 

with tasks 

¶ customizing ACLs to grant and delegate Exchange permissions was complex, error prone and 

frequently led to ACL bloat 

¶ troubleshooting permissions and related product support calls were labor-intensive and 

expensive.  

¶ difficulty reporting on who has what permissions or to audit what was done and by whom. 

¶ maintaining ACL modifications was difficult through upgrades 

The Exchange development team acknowledges something that Identity Management analysts and 

savvy corporate users have known for some time: Role Based Access Control is essential for mapping 

real word business roles to the control of IT resources and enabling effective management.  Without 

RBAC, the complexity that arises from the nature of medium to large enterprises leads to costly, time-

consuming and error-prone manual processes for handling the steady stream of requests to allow and to 

revoke access. 
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Of course there is significant latitude in the power of various RBAC implementations, while the RBAC 

featured in Exchange 2010 is focused on one platform and not the greater enterprise, it is a recognition 

of the inevitable: all large enterprises will eventually move to RBAC-based Identity Management tools 

that can manage their connected systems efficiently.  Because RBAC must be tackled as a core platform 

consideration, the push for its adoption will obsolete a number of current identity management tools 

that use the outdated ACL model.   

9ƳǇƻǿŜǊL5Ωǎ wBAC ƴƻǘ ƻƴƭȅ ƛƴǘŜƎǊŀǘŜǎ ǎŜŀƳƭŜǎǎƭȅ ǿƛǘƘ 9ȄŎƘŀƴƎŜ нлмлΩǎ w.!/ όŀƴŘ ǇǊƻǾƛŘŜǎ w.!/ 

functionality to Exchange 2003 and 2007), but it is also cross-platform and cross-directory capable.  

EmpowerID also employs a polyarchical structure in conjunction with a powerful and flexible 

metadirectory to correctly flow attributes from diverse connected systems, many of which represent 

their own different hierarchies.  In this manner a new and maintainable reality constructed from 

ƳǳƭǘƛǇƭŜ ǎƻǳǊŎŜǎ ƻŦ άŀǳǘƘƻǊƛǘŀǘƛǾŜέ ƛƴŦƻǊƳation becomes possible.  EmpowerID then couples its RBAC 

and metadirectory with a full-feature Business Process Management (BPM) platform built on Window 

Workflow Foundation to automate lengthy tasks and to set up approvals that are as complex as the 

manual systems they replace and span any connected system, including of course Exchange.   

EmpowerID delivers on a key goal of organizations: it implements a security model that protects 

resources in heterogeneous connected systems with a consistent and centralized management 

perspective.  Polyarchical RBAC, a powerful metadirectory, and an advanced workflow engine allows 

EmpowerID to dynamically adapt to changes as they occur throughout the enterprise, including: new 

hires, new fires, promotions, new locations, moves, new departments, new cost centers ς everything 

that defines the relationship of users to system and information access. 

 

The EmpowerID RBAC Model 

EmpowerID's RBAC enables you to align the roles that you have assigned to users and administrators to 

the actual roles they hold within your organization. EmpowerID's RBAC provides unified control across 

your multiple directories (AD, LDAP, HR, etc..) and IT systems (Exchange, SharePoint etc..) for both the 

administrative tasks that can be performed and the extent to which users can perform self-

administration. 

EmpowerID aggregates and manages contextual business information such as organizational 

relationships into a comprehensive role-based metadirectory. Serving as the central source of 

information for roles, these complex relationships form the structure to assign and authorize operations 

across connected systems.   
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Polyarchical RBAC 
9ƳǇƻǿŜǊL5Ωǎ ǳƴƛǉǳŜ ǇƻƭȅŀǊŎƘƛŎŀƭ ŀǇǇǊƻŀŎƘ ǘƻ wƻƭŜ .ŀǎŜŘ !ŎŎŜǎǎ /ƻƴǘǊƻƭ ƛǎ ŜǎǎŜƴǘƛŀƭ ōŜŎŀǳǎŜ ƛǘ 

accommodates the full complexity of organizational structures, relationships, and business operational 

models while simplifying management and authorization.  One business may depend on a traditional 

reporting organization hierarchy, while another business may have a more collaborative organization. 

EmpowerID responds to these differing needs by making it easy to model unique business structures 

and relationships. 

 

¢ƘŜ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ ǊŜƭŀǘƛƻƴǎƘƛǇǎ ƛƴ ŀ ŘȅƴŀƳƛŎ ƻǊƎŀƴƛȊŀǘƛƻƴ ǇƻǎŜǎ ŀ ǎƛƎƴƛŦƛŎŀƴǘ ŎƘŀƭƭŜƴƎŜ ŦƻǊ 

existing applications and directories.  Directories can only describe one organizational hierarchy, leaving 

additional hierarchies and memberships to be represented by simple attribute values.  In order to 

accurately represent the actual structure of an organization within a directory requires a model that 

supports multiple intersecting hierarchies that can flow authoritative relationships from existing 

hierarchies in external connected systems.  

 

To understand how modeling the polyarchy enhances role lifecycle management, it is helpful to look at 

the real world business problems that a state government of a foreign country recently tackled . The 

state was faced with providing an effective and secure Identity Management and Business Process 

Automation system to manage its 23 different government agencies, each with its own: CIO, CFO, and 

helpdesk (either in-house or outsourced). By modeling each of these business structures as separate 

hierarchies and then building the relationships across them, the state was able to address many identity 

management challenges, such as preventing multiple helpdesk admins from sharing one account and 

creating multi-level approvals that span agency boundaries. Delegation policies and their associated 

approval routing are now definable in terms that business users can understand by utilizing recognizable 

hierarchies for their agencies and their departments. ¢ƘŜ ŀōƛƭƛǘȅ ƻŦ 9ƳǇƻǿŜǊL5Ωǎ ǇƻƭȅŀǊŎƘƛŎŀƭ w.!/ to 

define role policy is crucial for operational efficiency and provides effective management and a 

foundation for transparent governance. 

 

EmpowerID integrates with existing business applications to model multiple organizational structures 

and the relationships between them by registering them in the EmpowerID Metadirectory as objects 

which can be used in creating relationship mappings. In addition to providing άout of the boxέ standard 

organizational structures, EmpowerID is easily configured to mirror unique business operation models 

and relationships. The EmpowerID's graphical user interfaces provide multiple views of intersecting 

business hierarchies and relationships. Examples of common components to an organizational model 
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include: reporting structures, locations, teams, customers or partners. EmpowerID responds to 

organizational lifecycle events, ensuring that information updates occur in real-time and resulting in 

comprehensive and accurate enterprise security.  

 

EmpowerID RBAC: Defining "Who" 
9ƳǇƻǿŜǊL5 w.!/ ŎƻƴǘǊƻƭǎ άǿƘƻέ Ŏŀƴ do άǿƘŀǘέ ŀƴŘ to which objects or άǿƘŜǊŜέΦ ¢ƘŜ ŦƛǊǎǘ of the three 

ŀǘǘǊƛōǳǘŜǎ όάǿƘƻέ) is controlled by the entities listed below: 

 

¶ Person   A Person is an object in the EmpowerID SQL-based Metadirectory that links together 

the user accounts in 

multiple directories, the 

permissions assignments, 

the audit history, and the 

management policies 

associated with one 

Person. The Person object 

allows organizations to 

manage at the business 

level, instead of managing each user account and its access individually in a less efficient and 

less secure system-by-system approach.  

¶ Business Role   A Business Role (BR) is a hierarchical container for a grouping of EmpowerID 

Metadirectory Person objects. Business 

Roles are represented as a tree where 

each Business Role has exactly one 

parent in a single rooted tree. The 

Business Role tree can include multiple 

hierarchies to represent different types 

of business relationships such as actual 

Job Title, general relationship with the 

organization (employee, contractor, 

customer, partner). Each assignment of 

a Person to a Business Role is scoped at an EmpowerID Location.  
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¶ Location   A Location is a container for 

grouping Resources and for scoping 

EmpowerID Person Business Role 

assignments. Locations can be created 

manually to represent office locations, 

cost center structures, team-based 

organizations, or any other useful 

hierarchy. EmpowerID inventories 

directories like Active Directory and IT 

systems like SharePoint while 

automatically maintaining their structure within the Location tree as special Locations. 

Resources belong to their corresponding Location within these IT systems automatically. Unlike 

LDAP directories, Resources can belong to multiple Locations within the Location tree at one 

time to support a variety of delegation scenarios. Resources automatically belong to IT System 

Locations and can be assigned using workflows to any number of other Locations. 

 

¶ Business Role Assignment   A Business Role Assignment (BRA) is an assignment that is the 

combination of a person to a Business Role and a location. Each assignment of a Person to a 

Business Role is scoped at one EmpowerID Location. For example, if a Person were assigned as a 

"Bank Teller" in the "Sarasota Florida" Location, they would be a "Bank Teller" in all parent 

Locations, such as Florida and the United States, but they would not be a Bank Teller in Orlando 

or any other Locations not within the path of Sarasota to the root of the Location tree. An 

EmpowerID Person can have any number of BRAs. If we ǘŀƪŜ ά{ǳǎŀƴέ ŀǎ ŀn example of a person 

having multiple assignments, she could be a "Contractor" in the "Sydney " Location and also an 

"IT Admin" in the "Sydney" Location.  

 

¶ Groups   A Group is a collection of user accounts in a directory outside of EmpowerID such as 

Active Directory or LDAP. In EmpowerID, user accounts are linked to the Person objects that 

own them. This allows EmpowerID to support using Groups for the purposes of assigning 

permissions across directories and IT systems. In essence, an assignment of rights to a group will 

grant those rights to the Person Objects which own the member user accounts. This means that 
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groups can be used as collections of Person objects for assignment and the Group is not 

required to be an object in the same directory (or alternate directory technology).  For instance, 

Active Directory groups can be used to grant permissions in any Resource System (HR, custom 

applications, etc...) 

 

EmpowerID RBAC: Defining "What" and "Where" 
 

Continuing the concept of how 9ƳǇƻǿŜǊL5 w.!/ ŎƻƴǘǊƻƭǎ άǿƘƻέ Ŏŀƴ ŀŎŎŜǎǎ άǿƘŀǘέ ŀƴŘ άǿƘŜǊŜέ the 
ŦƻƭƭƻǿƛƴƎ ŜƴǘƛǘƛŜǎ ŎƻƴǘǊƻƭ ǘƘŜ άwhatέ and the "where" ς or one might say the "how" the access and 
control are granted: 

 
¶ Resource   A Resource is any object for which EmpowerID manages or controls permissions. 

Resources belong to Resource Systems which are the specific directories or IT systems in which 

they are contained. Resource Systems can include Active Directory domains, LDAP directories, 

HR systems, Microsoft Exchange Organizations, SharePoint Farms, custom applications, and 

even the EmpowerID system itself. EmpowerID includes out of the box connectors for a wide 

variety of Resource Systems and an open connector model for connecting to new systems. 

 

¶ Management Role   A Management Role (MR) is a container for a grouping of Operations (which 

define the workflow tasks that 

can be performed) and Rights 

(which are the native system 

permissions to be propagated 

to a managed system). Each 

Management Role is specific to 

a single type of protected 

resource like an Exchange 

mailbox, user account, AD Security Group, SharePoint Site, etc... 

¶ Management Role Entries   A Management Role Entry (MRE) is either an Operation or a Right 

that is added to a Management Role definition.  

¶ Operations: EmpowerID Operations are specific tasks a user may perform or approve 

within an EmpowerID workflow. By adding an Operation to a role as Management Role 

entries, you are granting rights to manage objects using EmpowerID or to be authorized 

as an approver for that Operation when submitted by a user who is not associated with 
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any Management Roles that has that Operation as an entry. Granting EmpowerID 

Operations does not grant the user any capabilities within the native system outside of 

an EmpowerID workflow.  

¶ Rights: By adding a Right to a role as Management Role entries, you are granting a 

native system permission to an object for any user receiving that Management Role 

assignment. Native rights are permissions used by the application or operating system 

which manages security for the resource type in question. Granting these rights enables 

capabilities for users outside of EmpowerID in that system. Native rights are continually 

monitored and enforced by EmpowerID.  

¶ Management Role Assignment   A Management Role Assignment (MRA) is the assignment of a 

Management Role to a Person, 

Group, or EmpowerID Business Role 

scoped by Location. Once you create 

a Management Role (MR), it must be 

assigned to have effect. Assigning a 

Management Role directly to a 

Person, Group, or Business Role 

grants the people matching the 

assignment the ability to execute or to approve the workflow operations defined in the 

Management Role and grants them any assigned native rights.  

¶ Management Role Scope   A Management Role Scope (MRS) is the scope of influence or impact 

that the person who is assigned a Management Role has. When you assign a Management Role, 

it can either be scoped to a single Resource (object) or you can select a Location to scope the 

assignment to, so that it includes all Resources in or below that Location. 

As you can see from the above list, 9ƳǇƻǿŜǊL5Ωǎ RBAC model provides a άwhoέ (Person, Group, or 

Business Role scoped by Location), a άwhatέ (Resources) and a άwhereέ (Locations) combined with the 

άƘƻǿέ όaŀƴŀƎŜƳŜƴǘ wƻƭŜ !ǎǎƛƎƴƳŜƴǘύ.  

Using this model you can create extremely targeted or extremely broad Management Role assignments. 


